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Item

Services type

Services Description

QTY

E-payment Gateway
license renewal and
software management

Audit the existing code

Provide bug fixes

Provide Patches and updates

Routine checkup

Assist in migrations or redeployments of E-payment gateway in case
of hardware replacement due to failure.

Offer enhancements and recommendations

Email security license
upgrade and system
management

Spam Filtering and Detection
Malware and Virus Protection
Phishing Protection

Email Encryption

Data Loss Prevention (DLP)
Advanced Threat Protection (ATP)
Archiving and Compliance
Administrative Control and Reporting
Integration and Compatibility
Scalability and Performance

Network infrastructure
management and
software upgrade

Proactive monitoring of the devices (health, cpu, memory, logs, etc.)
Solving incidents, remotely and on premises

Upgrade operating system of network equipment when needed.
Performing configuration changes

Configuration backup management

Yearly security audit and assessment by a CISSP certified employee
24x7 access to monitoring platform offered as SaaS

24x7 access to a support portal

Require daily onsite presence




Email security license upgrade and system management

A. Introduction

Company Overview: Briefly describe your organization, including its size, industry, and
geographical locations.

Purpose of Tender: We are seeking a managed email security service provider to enhance the
protection of our email communications. The selected provider will be responsible for
implementing advanced spam filtering, malware protection, encryption, and data loss prevention.

B. Scope of Work

Services Required: Detail the email security features you need (e.g., spam filtering, malware
protection, data loss prevention, encryption. etc.).

Current Environment: Describe your existing email infrastructure, including the email platform
(e.g., Microsoft Exchange, Office 365, Google Workspace) and any current security measures in
place.

Integration Requirements: Specify any necessary integrations with existing systems or security
tools.

C. Technical Requirements General

1. Spam Filtering and Detection

Advanced Spam Filtering: Uses machine learning algorithms, reputation-based filters, and
heuristic analysis to detect spam emails. Should support a Multilayerd approach to Protecting
against spam. Checks must include IP, domain, sender, SPF, DKIM, DMARC and geographical
restrictions to identify and block 99.99% of spam.

Content and Keyword Filtering: Analyzes email content for suspicious keywords, phrases, or
patterns to identify spam and phishing attempts.

Greylisting: Temporarily rejects emails from unknown senders, forcing legitimate servers to
resend, which helps filter out spambots.

2. Malware and Virus Protection

Real-Time Scanning: Continuously scans incoming and outgoing emails for malware, viruses,
ransomware, and other malicious code.

Signature-Based Detection: Uses known virus and malware signatures to detect and block
threats.

Behavioral Analysis: Examines the behavior of email attachments and embedded links to
identify zero-day threats and unknown malware.



3. Phishing Protection

e Anti-Phishing Filters: Identifies and blocks phishing attempts by analyzing URLSs, email
headers, and sender reputation.

® Link Protection: Rewrites URLs in emails and checks them in real-time when a user clicks,
preventing access to malicious sites.

4. Email Encryption

e Transport Layer Security (TLS): Ensures secure transmission of emails between servers using
TLS encryption.
S/MIME
End-to-End Encryption: Encrypts emails from sender to recipient, ensuring that only intended
recipients can read the content.

o Identity-Based Encryption (IBE)

S. Data Loss Prevention (DLP)

Content Inspection: Scans emails for sensitive information such as credit card numbers, social
security numbers, or confidential business data.

Policy Enforcement: Automatically blocks, quarantines, or encrypts emails that violate DLP
policies.

Customizable DLP Rules: Allows administrators to create and enforce custom rules tailored to
specific business needs.

6. Advanced Threat Protection (ATP)

Sandboxing: Isolates and analyzes suspicious attachments or links in a secure environment to
detect unknown or evasive threats.

Threat Intelligence Integration: Leverages threat intelligence feeds to stay updated on the latest
email threats and attack vectors.

7. Archiving and Compliance

Email Archiving: Provides secure, tamper-proof storage for emails to comply with legal and
regulatory requirements.

Retention Policies: Supports customizable retention policies to meet industry-specific
regulations like GDPR, HIPAA, or FINRA.

8. Administrative Control and Reporting

Centralized Management: Provides a web-based dashboard for administrators to manage
settings, monitor threats, and analyze email traffic.



Granular Policy Controls: Allows for the creation of detailed email security policies based on
user roles, domains, or other criteria.

Reporting and Analytics: Generates detailed reports on email security incidents, user behavior,
and threat trends.

9. Integration and Compatibility

Email Platform Compatibility: Supports integration with popular email platforms such as
Microsoft 365, Google Workspace, and on-premises email servers.

API Support: Offers APIs for integration with third-party security solutions and SIEM (Security
Information and Event Management) systems.

Deployment Flexibility: Provides cloud-based, hybrid, or on-premises deployment options to
suit different organizational needs.

10. Scalability and Performance

Scalable Architecture: Supports dynamic scaling to accommodate growing email traffic and
increasing security demands.

Low Latency: Ensures minimal impact on email delivery times while performing security
checks.

High Availability: Offers redundant infrastructure and failover mechanisms to ensure
uninterrupted email service.

D. Service Level Agreements (SLAs)

Performance Metrics: Define metrics for service performance, including response times for
threat detection and incident resolution.

Uptime Guarantees: Specify expected uptime percentages and acceptable downtime limits.

Support and Maintenance: Detail support availability (e.g., 24/7 support) and maintenance
schedules.



Bidder
Requirements

ISO 27001
Bidder must be MSSP partner to the vendor of the solution

Solution
Requirements

Solution must be made by a well known security vendor

Solution must be hosted in Lebanon

Solution must have at least a score of 4.7 on Gartner's Market Analysis Report
Solution must have at least the below scores from Virus Bulletin report

o aminimum final score of 99.95%
o amalware catch rate of 100%
o A minimum phishing catch rate of 99.95%

Service
Requirements

24x7 service

Access to support portal

Proactive service

Troubleshooting Incidents

Configuration Changes

Logs analysis

Continuous proactive enhancements on the solution

Staff Certifications

CISSP
ITIL
Cobit5
CEH

Support Portal
Requirements

Manage cases (create, edit and update)
Repository to download monthly pdf reports
Portal must be hosted in Lebanon

Portal vendor must be ISO 27001 certified




Network infrastructure management

1. Introduction;:

The Ministry of Finance, hereinafter referred to as "MOF" is soliciting proposals from
qualified IT service providers to manage and support its information technology
infrastructure. The purpose of this Request for Proposal (RFP) is to identify a vendorcapable
of delivering comprehensive managed IT services to meet the needs of theMOF.

2. Scope of Services:

The selected vendor will be responsible for providing managed IT services, in
particular managed NOC with the below features:

Proactive monitoring of the devices (health, cpu, memory, logs, etc.)
Solving incidents, remotely and on premises

Upgrade operating system of network equipment when needed.
Performing configuration changes

Configuration backup management

Yearly security audit and assessment by a CISSP certified employee
24x7 access to monitoring platform offered as SaaS

24x7 access to a support portal

Require daily onsite presence

3. Scope of Devices:

Location Model Number Qty
Cisco nexus 7009 2
Riad El Solh Cisco router 3945 1
Alcatel switch 6850E 10
Cisco nexus 7009 2
VAT Cisco router 3945 1
Alcatel switch 6850E 40
BK Cisco catalyst 6503E 2
Alcatel switch 6850E 8
Cisco router 3945 1
Baabda Alcatel switch 6850E 5
L Cisco router 3945 1
Tripoli Alcatel switch 6850E 6
) Cisco router 3945 1
Saida Alcate] switch 6850F 3
h Cisco router 3945 1
Zahle Alcatel switch 6850E 6




. Vendor Requirements:

Company must be ISO27001 certified
Company must be Cisco Gold
Technical team to have at least the below active certifications:

1x CISSP

2x ITIL

3x CCIE

2x CCNP Security
5x CCNP Enterprise

o o O O O

At least 3 engineers from the Managed Services team should each have a
minimum of 5 years in providing MNOC engagement.

Support ticketing system and customer portal that must be hosted in Lebanon
Monitoring platform must be hosted in Lebanon

%-,



E-Payment Gateway Code Assist

Ministry of Finance



1- Introduction
2- Requirements
3- Technical Description

4- Provider/Bidder Requirements
Scope of Work
Out of Scope
Assumptions
License

00 0 3N N W W W



1- Introduction

The Lebanese government, represented collectively by all its ministries and administrative bodies, is committed to
providing a range of essential services to the residents of Lebanon. In reciprocation for these services, residents
contribute dues, a process traditionally managed through conventional methods such as bank transactions or
payments facilitated by Ministry of Finance cashiers.

As the nation experiences the transformative impact of technological advancements and witnesses widespread
Internet accessibility, there is an imperative to modernize the payment mechanisms. The expectation is that
payments, previously conducted through conventional channels, will now seamlessly integrate into online platforms,
supplementing the existing avenues available through banks.

In a strategic partnership with banks and money exchanges, the Ministry of Finance provides an advanced e-Payment
Gateway solution. This system establishes direct and secure connections between financial institutions, money
exchanges, and the Ministry, facilitating efficient online transactions. Residents benefit from the convenience of

settling their financial obligations to the government through their respective banks and money exchanges, which can
be accomplished via internet banking or by utilizing a dedicated online portal specifically designed for e-payments.

2- Requirements

In order for a Financial institution (Bank or Money Exchange) to implement the service of online payment through
the gateway, the following requirements are needed:

e The Financial institution should sign an agreement with the Ministry of Finance to be granted access to the e
Payment Gateway.

o The Financial institution should be able to access the e-Payment Gateway through a secured private network
(VPN connection).

e The Financial institution should be able to post HTTPS requests to the e-Payment Gateway.

e The Financial institution should post all HTTPS requests using the same IP address.

3- Technical Description

3.1 High-Level Completed Payment Process Diagram

The payment of the dues of a resident to one of the ministries is regulated through a series of steps and
validations described in the high-level payment process listed below. The following process describes the flow

in case of approval of a payment request.
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Please note that the gateway will not reject or accept payments on behalf of any governmental entity, it

relays payment requests and returns the response.
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3.3 Channel Security

As mentioned earlier in this document, the Financial institution should connect to the gateway through a
VPN tunnel. The network communication details between the Financial institution and the gateway is the
responsibility of the Ministry of Finance.

All HTTP listeners hosted in the gateway require SSL, thus all HT TP requests are in fact HTTPS requests.
There are no endpoints that work without SSL.

On top of the security measures described above, each Financial institution will be associated with a fixed IP
address that will be used to initiate a payment transaction. All requests initiated by a Financial institution and
generated using an 1P address different than the one associated with the Financial institution will be blocked
and investigated.

The Financial institution should disregard SSL validation warnings since the gateway SSL certificate is used
for the sole purpose of encrypting the channel (no server authentication required).

3.4 Credentials

Every Financial institution will be identified by an ID which represents the number provided by the central
bank of Lebanon and mentioned in the agreement with the Ministry of Finance. Also the Financial
institution will have a static [P used to ensure the initiation point of the request.

Every Financial institution will be granted only two sets of credentials by the gateway. A credential set
consists of a username and a password. The two usernames are provided by the gateway administrators. For
the first time usage, the gateway administrators will supply the passwords. The Financial institution should
change both passwords in order to be able to perform any operation with the gateway.

The first credential set is used by the internet banking service to get authenticated whenever it makes any
payment call to the gateway, for this reason, the internet banking service should send, with every request,
the correspondent username and password.

In order to change the payment transactions password, the Financial institution administrator can “log in”
into the web interface using these credentials, where he can visit the change service password page. This is
the only operation allowed in the website using the payment transactions credentials.

The second credential set is used by the Financial institution reporting administrator to generate reports
through the gateway website. The Financial institution reporting administrator can also change the reporting
password within the same website.

The internet banking service cannot use the credentials of the Financial institution reporting administrator to
make service calls to the gateway since both credential sets are granted different privileges. The same way,

the Financial institution reporting administrator cannot use the credentials of the internet banking service as
well.

3.5 Hosting

The solution is hosted by the Ministry of Finance with High Availability and continuous backup measures
are in place for both the database and application.

G-
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Audit the existing code

e Provide bug fixes

Provide Patches and updates
Routine checkup

Scope of Work

Provider/Bidder Requirements

Assist in migrations or redeployments of E-payment gateway in case of hardware replacement due to failure.
Offer enhancements and recommendations

Bidder's mission is to provide support for the e-Payment Gateway including below points:

Addressing any issues related to the gateway application code

Fixing bugs in the application

Service Level Agreement Matrix for Support:

Category Metric Target

Response Time Critical Issues 1 hour
Major Issues 4 hours
Minor Issues 8 hours

Availability

Support Hours

24/7 for critical issues

Mon-Fri (8 am - 5 pm) for non-
critical issues excluding
holidays.

Communication Channels

Phone, Email,Portal

Escalation Procedures

Level 1 Support
Level 2 Support
Level 3 Support

Management

Resolve within target
Escalate within 2 hours
Escalate within 8 hours

Escalate within 8 hours

Routine Checkup

Onsite or Remotely

Quarterly Checkup

-




Bidder compliance:

1- Bidder Devops team shall assure the following:

e Agile Development Methodologies
e Agile Quality Assurance Methodologies
e Agile Deployment Methodologies

*Bidders will present proof documentation for the process and methodology adopted.

2- Bidder shall assure support ticketing system (online Portal, email and by phone) to comply with the
SLA matrix:
* Bidder will present proof documentation for support process and methodology , access for
support portal online , email and phone
* Bidder will present escalation procedure along escalation contacts

3- Bidder shall assign an Engagement manager or Tech leader contact and present Routine checkup
methodology at the start of the engagement.

*Bidder will present a minimum of two CVs for members and one CV for Leader having relevant
experience adapted to the process and methodology requirements.

Out of Scope

The following points are considered out of scope of the Provider/ Bidder:

Performing backups for the solution, database, or any components related to MOF.
Developing new features, modules

Any patches and updates that may impact the stability and reachability of the system.
Making new modifications that their total time does not exceed 1 man day per month.
Integrating with other solutions or applications.

Creating or managing bank profiles, entities, or performing logistical tasks (e.g., data entry) on the e-
payment gateway.

Resolving issues related to clustering or network.

Communicating with banks or e-payment gateway clients or users.

Handling or debugging any issue not related to the e-payment gateway.

Creating VPNs and handling communication with banks and e-payment gateway clients.
Recovering data.

Lost data due to major failures (electrical, hardware or communication).

Renewing any type of licenses



Assumptions

One of the MOF IT teams collaborates with the bidder team in the event of an issue, providing a stable connection
for them to access the application for debugging purposes.

Alternatively, the bidder team is welcome to debug the issue directly in the MOF offices. The bidder team will

primarily focus on debugging issues related to the e-payment gateway application, excluding matters related to
servers, database servers, clusters, or network-related problems, which will be handled by the MOF team.

Furthermore, It is also understood that the MOF team is responsible for handling communication with e-payment
gateway clients and configuring necessary settings (such as creating profiles, VPNs, etc.) on the e-payment gateway
portal to ensure successful integration between clients (e.g., banks) and the e-payment gateway application. The
bidder team is not responsible for debugging any transactions that occur between clients (e.g., banks) and the e-
payment gateway application.

License

The bidder should provide a license for the support application that will perform routine server checks and notify the
MOF about the support status.

b
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